Practice policies

Notice of Privacy Practices - HIPAA for Telemental Health

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED
AND HOW YOU CAN OBTAIN ACCESS TO THIS INFORMATION.

This Notice of Privacy Practices for Telemental Health Services describes how | may use and disclose
your protected health information to carry out treatment, payment, or health care operations and for other
purposes that are permitted or required by law. It also describes your rights to access and control your
protected health information.

Protected health information is information about you, including demographic information, that may
identify you and that relates to your past, present, or future physical or mental health or condition and
related health care services. It also covers the different forms of technology-assisted media used by
healthcare providers in delivering telehealth services to include the risk to your privacy.

MY PLEDGE REGARDING HEALTH INFORMATION: | understand that health information about you and
your health care is personal. | am committed to protecting health information about you. | create a record
of the care and services you receive from me. Your record will be stored in a cloud-based electronic health
record. The electronic health record is HIPAA compliant, meaning it meets the technological capability,
functionality, and security requirements adopted by the U.S. Department of Health and Human Services. |
need this record to provide you with quality care and to comply with certain legal requirements. This
notice applies to all the records of your care generated by this mental health care practice. This notice will
tell you about how | may use and disclose health information about you. | also describe your rights to the
health information | keep about you and describe certain obligations | have regarding the use and
disclosure of your health information. | am required by law to: Make sure that protected health
information that identifies you is kept private. | am giving you this notice of my legal duties and privacy
practices concerning health information. Follow the terms of the notice that is currently in effect. | am
required to abide by the terms of this Notice of Privacy Practices. | may change the terms of this notice at
any time. Upon your request, | will provide you with any revised Notice of Privacy Practices.

Al SCRIBE:

During your telehealth visit, an Al-powered scribe may be used to transcribe the conversation between you
and your provider. All information, including transcriptions, is handled in strict compliance with HIPAA
regulations to ensure your privacy and security. Your health data is encrypted and securely stored.

By proceeding with this visit, you consent to the use of the Al scribe for transcription purposes and
understand that your information will remain confidential and secure.

HOW | MAY USE AND DISCLOSE HEALTH INFORMATION ABOUT YOU: Use and disclosure of protected
health information to provide services. Providing treatment services, collecting payment, and conducting
healthcare operations are necessary activities for quality care. State and federal laws allow me to use and
disclose your health information in the following categories. For each category of uses or disclosures, |



will explain what | mean and try to give some examples. Not every use or disclosure in a category will be
listed. However, all the ways | am permitted to use and disclose information will fall within one of the
categories.

For Treatment Payment or Health Care Operations: Federal privacy rules (regulations) allow healthcare
providers who have a direct treatment relationship with the client to use or disclose the client's personal
health information without the patient's written authorization, to carry out the healthcare provider's own
treatment, payment, or health care operations. | may also disclose your protected health information for
the treatment activities of any healthcare provider. This, too, can be done without your written
authorization. For example, if a clinician were to consult with another licensed healthcare provider about
your condition, we would be permitted to use and disclose your personal health information, which is
otherwise confidential, to assist the clinician in the diagnosis and treatment of your mental health
condition.

Disclosures for treatment purposes are not limited to the minimum necessary standard. The nurse
practitioner and other health care providers need access to the full record and/or complete information to
provide quality care. The word "treatment” includes, among other things, the coordination and
management of health care providers with a third party, consultations between health care providers, and
referrals of a patient for health care from one health care provider to another.

Lawsuits and Disputes: If you are involved in a lawsuit, | may disclose health information in response to a
court or administrative order. | may also disclose health information about your child in response to a
subpoena, discovery request, or other lawful process by someone else involved in the dispute, but only if
efforts have been made to tell you about the request or to obtain an order protecting the Information
requested. CERTAIN USES AND DISCLOSURES REQUIRE YOUR AUTHORIZATION: Psychotherapy and
physical exam Notes. | do keep psychotherapy and physical health notes, and any use or disclosure of
such notes requires your authorization unless the use or disclosure is: For my use in treating you. For my
use in training or supervising mental health practitioners. For my use in defending myself in legal
proceedings instituted by you. For use by the Secretary of Health and Human Services to investigate my
compliance with HIPAA. Required by law,w and the use or disclosure is limited to the requirements of
such law. Required by law for certain health oversight activities regarding the originator of the
psychotherapy notes. Required by a coroner who is performing duties authorized by law. Required to help
avert a serious threat to the health and safety of others. Marketing Purposes. As a psychiatric nurse
practitioner, | will not use or disclose your PHI for Marketing purposes. Sale of PHI. As a psychiatric nurse
practitioner, | will pot sell your PHI in the regular course of my business.

CERTAIN USES AND DISCLOSURES REQUIRE YOU TO HAVE THE OPPORTUNITY TO OBJECT: Disclosures
to family, friends, or others. | may provide your PHI to a family member, friend, or other person that you
indicate is involved in your care or the payment for your health care, unless you object in whole or in part.
The opportunity to consent may be obtained retroactively in emergencies.

YOU HAVE THE FOLLOWING RIGHTS CONCERNING YOUR PHI: The right to request Limits on uses and
disclosures of your PHI. You have the right to ask me not to use or disclose certain PHI for treatment,
payment, or health care operations purposes. | am not required to agree to your request, and | may say no
if I believe it would affect your health care. The right to request restrictions for out-of-pocket expenses
paid in full. You have the right to request restrictions on disclosures of your PHI to health plans for
payment or health care operations purposes if the PHI pertains solely to a health care item or a health
care service that you have paid for out-of-pocket in full. The right to choose how | send PHI to you. You
have the right to ask me to contact you in a specific way (for example, home or office phone) or to send
mail to a different address, and | will agree to all reasonable requests. The right to see and get copies of



your PHI. Other than psychotherapy notes, you have the right to get an electronic or paper copy of your
medical record and other information that | have about you. The right to get a list of the disclosures | have
made. You have the right to request a list of instances in which | have disclosed your PHI for purposes
other than treatment, payment, or healthcare operations, or for which you provided me with authorization.
The right to correct or update your PHI. If you believe that there is a mistake in your PHI or that a piece of
important information is missing from your PHI, you have the right to request that | correct the existing
information or add the missing information. | may say no to your request, but | will tell you why. The right
to get a paper or electronic copy of this notice. You have the right to get a paper copy of this notice, and
you have the right to get a copy of this notice by email. And, even if you have agreed to receive this notice
via email, you also have the right to request a paper copy of it.

TELEHEALTH COMMUNICATION: Telephone Landline & Cell Phones: You need to know that even landline
telephones may not be completely secure and confidential. There is a possibility that someone could
overhear or even intercept your conversations with certain technology. Individuals who have access to
your telephone or your telephone bill may be able to determine who you have talked to, who initiated that
call, and how long the conversation lasted.

Text Messaging: SMS consent and phone numbers are not shared with any third parties/affiliates for
marketing purposes. If you consent to receive SMS from Mind Body Behavioral Health, PLLC, you agree to
receive scheduling-related SMS from us. Reply STOP to opt out; Reply HELP for support; Message & data
rates may apply; Messaging frequency may vary.

Email: | am required to keep a summary of all emails as part of your record that address anything related
to treatment.

Computer: | strongly suggest that you only communicate through a device that you know is safe and
technologically secure (e.g., has a firewall, anti-virus software installed, is password-protected, does not
access the internet through a public wireless network, etc.). If you are in a crisis, do not communicate this
via email or on social media. Instead, if you have a life-threatening emergency, immediately call 911 or go
to a hospital emergency room.

Social Media - Facebook, Twitter, LinkedIn, Instagram, etc: It is my policy not to accept "friend" or
"connection” requests from any current or former client on any of my social networking sites such as
Facebook, Twitter, Instagram, Pinterest, etc. because it may compromise your confidentiality and blur the
boundaries of your relationship.

Video Conferencing (VC): I will utilize Ring Central, Zoom, or Simple Practice video. | will give you detailed
directions regarding how to log in. | ask that you sign on to the platform at least five minutes before your
session time to ensure we get started promptly. | will initiate the call at the appointment time. | strongly
suggest that you only communicate through a computer or device that you know is safe (e.g., has a
firewall, has anti-virus software installed, is password-protected, does not access the internet through a
public wireless network, etc.).

Recommendations to Websites or Applications (Apps): During your treatment or evaluation, | may
recommend that you visit certain websites for pertinent information or self-help. | may also recommend
certain apps that could be of assistance to you and enhance your treatment. Please be aware that
websites and apps may have tracking devices that allow automated software or other entities to know
that you've visited these sites or applications. They may even utilize your information to attempt to sell
you other products. Additionally, anyone who has access to the device you used to visit these sites and/or



apps may be able to see that you have been to these sites by viewing the history on your device.
Therefore, it is your responsibility to decide if you would like this information as an adjunct to your
treatment or if you prefer that | not make these recommendations.

ACKNOWLEDGEMENT OF RECEIPT OF PRIVACY NOTICE: Under the Health Insurance Portability and
Accountability Act of 1996 (HIPAA), you have certain rights regarding the use and disclosure of your
protected health information. By signing below, you are acknowledging that you have read and received a
copy of the HIPAA Notice of Privacy Practices, including, but not limited to, the risks and benefits
associated with teleconferencing by video, audio, or other electronic means for telemental health
services.



